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NAME
snmpd.conf - configuration file for the Net-SNMP SNMP agent

DESCRIPTION
The Net-SNMP agent uses one or more configuration files to control its operation and the management
information preided. Thesdiles (snmpd.confand snmpd.local.conj can be located in one of\seal
locations, as described in teemp_config(5jnanual page.

The (perl) applicatiorsnmpconf can be used to generate configuration files for the most common agent
requirements. Sabée snmpconf(ljnanual page for more information, or try running the command:

snmpconf —g basic_setup

There are a large number of dirgeti that can be specifiedubthese mostly fall into four distinct cate-

gories:

. those controlling who can access the agent

. those configuring the information that is supplied by the agent
. those controlling acte nonitoring of the local system

. those concerned with extending the functionality of the agent.

Some directies don’t fall naturally into ay of these four categories, but thisvers the majority of the con-
tents of a typicaknmpd.conffile. A full list of recognised directes can be obtained by running the com-
mand:

snmpd -H

AGENT BEHAVIOUR
Although most configuration diregds ae concerned with the MIB information supplied by the agent,
there are a handful of diree¢s that control the behaviour shmpdconsidered simply as a daemon\pde
ing a network service.

agentaddress [<transport-specifier>:]<transport-address>[,...]
defines a list of listening addresses, on which to vedecoming SNMP requests. See the section
LISTENING ADDRESSES in the snmpd(8manual page for more information about the format
of listening addresses.

The default behaviour is to listen on UDP port 161 on all IPv4 interfaces.

agentgroup {GROUP|#GID}
changes to the specified group after opening the listening poft(s. may refer to a group by
name (GROUP), or a numeric group ID starting with '# (#GID).

agentuser {USER|#UID}
changes to the specified user after opening the listening port(s). This may refer to a user by name
(USER), or a numeric user ID starting with '# (#UID).

leave pidfile yes
instructs the agent to not rewsits pid file on shutdown. Equalent to specifying "-U" on the
command line.

maxGetbulkRepeats NUM
Sets the maximum number of responses allowed for a siagéble in a getbulk request. Setto 0
to enable the default and set it to —1 to enable unlimiBetause memory is allocated ahead of
time, setting this to unlimited is not considered safe if your user population can not be tAusted.
repeat number greater than this will be truncated to this value.

This is set by default to -1.

maxGetbulkResponses NUM
Sets the maximum number of responses allowed for a getbulk request. This is setultytaef
100. Seto O to enable the default and set it to —1 to enable unlimited. Because memory is allo-
cated ahead of time, setting this to unlimited is not considered safe if your user population can not
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be trusted.

In general, the total number of responses will not be allowercted the maxGetitkResponses
number and the total number returned will be angitemultiple of the number ofaviables
requested times the calculated number of repeats tdléit below this number.

Also not that processing of maxGetbulkRepeats is handled first.

SNMPv3 Configuration - Real Security

SNMPv3 is added flexible security models to the SNMP packet structure so that multiple security solutions
could be used. SNMPv3 was original defined with a "User-based Security Model" (USM) [RFC3414] that
required maintaining a SNMP-specific user databasés was later determined to be troublesome to main-
tain and had some minor security issug&se IETF has since added additional security models to tunnel
SNMP o/er SSH [RFC5592] and DTLS/TLS [RFC-to-be]Net-SNMP contains robust support for
SNMPv3/USM, SNMPV3/TLS, and SNMPv3/DTL3 contains partial support for SNMPv3/SSH as well

but has not been astensvely tested. It also contains code for support for an experimental Kerberos based
SNMPv3 that neer got standardized.

Hopefully more SNMP software and devices wilbetually support SNMPa&r (D)TLS or SSH, but it is
likely that deices with original support for SNMP will only contain support for USM users. If your net-
work manager supports SNMRea (D)TLS or SNMP e@er SSH we suggest you use one of these mecha-
nisms instead of using USM, but asvajs with Net-SNMP we g you the options to pick from so you
can mak the choice that is best for you.

SNMPv3 generic parameters

These parameters are generic to all the forms of SNMPv3. The SNMPv3 protocol defines "enginelDs" that
uniquely identify an agent. The string must be consistent through time and should not change or conflict
with another agerg’enginelD. Eer. Internally Net-SNMP by default creates a unique enginelD that is
based dfof the current system time and a random numbéis should be sufficient for most users unless
you're embedding our agent in a device where these numlberswary between bas on the devices ini-

tial boot.

EnginelDs are used both as a "catitdor selecting information from the device and SNMPv3
with USM uses it to create unique entries for users in its user table.

The Net-SNMP agent offers the following mechanisms for setting the enginei2ghbin you
should only use them if you kmowhat you’re doing:

enginelD STRING
specifies that the enginelD should be built from tlvergiext STRING.

enginelDType 1|2|3
specifies that the enginelD should be built from the IPv4 address (1), IPv6 address (2F or MA
address (3).Note that changing the IP address (or switching the network interface card) may
cause problems.

enginelDNic INTERRCE
defines which interface to use when determining theCMédress. lfenginelD¥pe 3is not spec-
ified, then this directie has no effect.

The default is to use ethO.

SNMPv3 over TLS

V5.7.3

SNMPv3 may be tunneledver TLS and DTLS. TLS runswer TCP and DTLS is the UDP egalent.

Wes Hardaler (the founder of Net-SNMP) performed a study and presented it at an IETF meeting that
shaved that TCP based protocols are sufficient for stable networks but quickly becomes a problem in unsta-
ble networks with ¥en moderate leels of packet loss (* 20-30%)f you are going to use TLS or DTLS,

you should use the one appropriate for your networkingrament. You should potentially turn them

both on so your management system can access either the UDP or the TCP port as needed.

Many of the configuration tokens described lvelare prefixed with a '[snmp] tag. If you place these
tokens in your snmpd.conf file, this &aks required. Se¢he snmp_config(5) manual page for the meaning
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of this context switch.

[snmp] localCert <specifier>
This token defines the default X.509 publeyko use as the seev's identity It should either be a
fingerprint or a filenameTo aeate a public &y for use, please run the "net-snmp-cert" utility
which will help you create the required certificate.

The default value for this is the certificate in the "snmpd" named certificate file.

[snmp] tlsAlgorithms <algorithms>
This string will select the algorithms to use when negotiating security during (D)TLS session
establishment. Sdbe openssl manual page ciphers(1) for details on the folxamples strings
include:

DEFAULT

ALL

HIGH
HIGH:!AES128-SHA

The default value is whater openssl itself was configured with.

[snmp] x509CRLFile
If you are using a Certificate Authority (CA) that publishes a Certificaw@daéon List (CRL)
then this token can be used to specify the location in the filesystem oy afcte CRL file.
Note that Net-SNMP will not pull a CRLver http and this must be a file, not a URAddition-
ally, OpenSSL does not reload a CRL file when it has changed so modifications or updates to the
file will only be noticed upon a restart of the snmpd agent.

certSecName PRIORITY FINGERPRINT OPTIONS
OPTIONS can be one of <-—sn SECNAME | —-rfc822 | -=—dns | ——ip | ——cn | ——any>.

The certSecName token will specifyvindo map a certificate field from the cliestX.509 certifi-

cate to a SNMPv3 usernamése the ——sn SECNAME flag to directly specify a securityName for
a gven certificate. Theother flags extract a particular component of the certificate for use as a
snmpv3 securityName. These fields are one of: A SubjectAltName containing an dh822ey
hardaker@net-snmpg); A SubjectAltName containing a dns name valggfde.net—snmp.org),

an IP address ¢e192.0.2.1) or a common name "Wes Haetdk The——ary flag specifies that

ary of the subjecAltName fields may be usédake aure once a securityName has been selected
that it is gven authorization via the XCM controls discussed later in this manual page.

See the http://wwwet—snmp.org/wiki/indephp/Using_DTLS web page for more detailed
instructions for setting up (D)TLS.

trustCert <specifier>
For X509 to properly verify a certificate, it should berifiable up until a trust anchor for i his
trust anchor is typically a CA certificate but it could also be a self-signed certifithte.
"trustCert" token should be used to load specific trust anchors into the verification engine.

SNMP over (D)TLS requires the use of theahsport Security Model (TSM), so read the section on the
usage of the Transport Security Model as whklake sure when you configure theAZM to accept con-
nections from (D)TLS that you use the "tsm" security model. E.G.:

rwuser —s tsm hardaker@net-snmp.org

SNMPv3 over SSH Support
To use SSH, youl need to configure sshd toviske the sshtosnmp program as well as configure the access
control settings to alle access through the tsm security model using the user namidgado snmpd by
the ssh transport.
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SNMPv3 with the Transport Security Model (TSM)

The Transport Security Model [RFC5591] defines a SNMPv3 security system for use with "tunneled" secu-
rity protocols like TLS, DTLS and SSH. It is a very simple security model that simply lets properly pro-
tected packets to pass through into the snmp applicafiba.transport is required to pass a securityName

to use to the TSM and the TSM may optionally prefix this with a transport string (see below).

tsmUseTransportPrefix (1|yes|true|O|nolfalse)

If set to true, the TSM module will talevery securityName passed to it from the transports under
neath and prefix it with a string that specifically identities the transport it came Tioiis use-

ful to avoid securityName clashes with transports that generate identical security nBaones.
example, if the ssh security transport deded the security name of "hardaker” for a SSH connec-
tion and the TLS security transport also dekd the security name of "hardaker” for a TLS con-
nection then it would be impossible to separate out theseders to preide separate access con-
trol rights. With the tsmUseTransportPrefix set to trueyéer, the securityNames would be pre-
fixed appropriately with one of: "tls:", "dtls:" or "ssh:".

SNMPv3 with the User-based Security Model (USM)

SNMPv3 was originally defined using the User-Based Security Model (USM), which contaivate Izi

of users and &ys ecific to the SNMPv3 protocol. The operational commutibyveve, declared it a

pain to manipulate yet another database aodldvprefer to use existing infrastructur€o that end the
IETF created the ISMS avking group to battle that problem, and the ISMS working group decided to tun-
nel SNMP @er SSH and DTLS to makuse existing user and authentication infrastructures.

SNMPv3 USM Users

V5.7.3

To use the USM based SNMPv3-specific users, you'll need to create thesmecommended youse the
net—-snmp-config commando do this, but you can also do it by directly specifying createUser gagcti
yourself instead:

createUser [-e ENGINEID] username (MD5|SHA) authpassphrase [DES|AES] [privpassphrase]

MD5 and SHA are the authentication types to use. DES and AES arevidy rbtocols to use.

If the privacy passphrase is not specified, it is assumed to be the same as the authentication
passphrase. Nothat the users created will be useless unlessateealso added to theACM

access control tables describedabo

SHA authentication and DES/AES ymty require OpenSSL to be installed and the agent to be
built with OpenSSL support. MD5 authentication may be used without OpenSSL.

Warning: the minimum pass phrase length is 8 characters.
SNMPv3 users can be created at runtime usingrihgusm(1ommand.

Instead of figuring out e to use this directie and where to put it (see below), just run
"net—-snmp-config ——create-snmpv3-user" instead, which will add one of these lines to the right
place.

This directve $ould be placed into the /var/net-snmp/snmpd.conf file instead of the other normal
locations. Thereason is that the information is read from the file and then the line iveg@mo
(eliminating the storage of the master password for that user) and replaced witdly thatks
derived from it. This ley is alocalized ley, so hat if it is stolen it can not be used to access other
agents. Ithe password is stolen, hovee it can be.

If you need to localize the user to a particular EnginelD (this is useful mostly in the similar
snmptrapd.conf file), you can use the —e argument to specify an EnginelD avause(EG,
"0x01020304").

If you want to generate either your master or localizeys kirectly, replace the gien password
with a hestring (preceded by a "0x") and precede the $teng by a -m or -l token (respec-
tively). EGs:

[these leys ae *not* secure but are easy to visually parse for
counting purposes. Please generate rand®mikstead of using
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these examples]

createUser myuser SHA -1 0x0001020304050607080900010203040506070809 AES -| 0x000102030405
createUser myuser SHA —m 0x0001020304050607080900010203040506070809 AES —m 0x0001020304

Due to the way localization happens, localizedaos keys ae expected to be the length needed

by the algorithm (128 bits for all supported algorithmiglaster encryption éys, though, need to

be the length required by the authentication algorithm not the length required by the encrypting
algorithm (MD5: 16 bytes, SHA: 20 bytes).

ACCESS CONTROL

snmpd supports the Mw-Based Access Control Model AZM) as defined in RFC 2575, to control who
can retrige a update information.To this end, it recognizes various direes relating to access control.

Tr aditional Access Control

V5.7.3

Most simple access control requirements can be specified using thevelineetserrwuser(for SNMPv3)
or rocommunitjrwcommunityfor SNMPv1 or SNMPv2c).

rouser [-s SECMODEL] USER [noauthjauthyd®ID | -V VIEW [CONTEXT]]]

rwuser [-s SECMODEL] USER [noauth|authyd®ID | -V VIEW [CONTEXT]]]
specify an SNMPv3 user that will be alled read-only (GET and GETNEXT) or read-write
(GET, GETNEXT and SET) access respeely. By default, this will provide access to the full
OID tree for authenticated (including encrypted) SNMPV3 requests, using the defaudt.camte
alternatve minimum security lgel can be specified usingoauth (to allov unauthenticated
requests), opriv (to enforce use of encryptionYhe OID field restricts access for that user to the
subtree rooted at thevgn OID, or the named vig. An optional context can also be specified, or
"context*" to denote a conté prefix. If no context field is specified (or the token "*" is used), the
directive will match all possible contexts.

If SECMODEL is specified then it will be the security model required for that user (note that iden-
tical user names may come iuep different security models and will be appropriately separated
via the access control settinggjhe default security model is "usm" and the other common secu-
rity models are likely "tsm" when using (D)TLS or SSH support and "ksm" if grbd€os support

has been compiled in.

rocommunity COMMUNITY [SOURCE [OID | -V VIEW [CONTEXT]]]

rwcommunity COMMUNITY [SOURCE [OID | -V VIEW [CONTEXT]]]
specify an SNMPv1 or SNMPv2c community that will be wld read-only (GET and GET
NEXT) or read-write (GETGETNEXT and SET) access respeely. By default, this will pro-
vide access to the full OID tree for such requestsrdéess of where thewere sent from. The
SOURCE tokn can be used to restrict access to requests from the specified system(s) - see
com2sedor the full details. The OID field restricts access for that community to the subtree
rooted at the gen OID, or named vier. Contexts are typically less relant to community-based
SNMP versions, but the same behaviour applies here.

rocommunitys COMMUNITY [SOURCE [OID | -V VIEW [CONTEXT]]]

rwcommunity6 COMMUNITY [SOURCE [OID | -V VIEW [CONTEXT]]]
are directves relating to requests reeedl using IPv6 (if the agent supports such transport
domains). Thenterpretation of the SOURCE, OID, VIEW and CONTEXT ¢ak are exactly the
same as for the IPv4 versions.

In each case, only one diragisould be specified for agin SNMPv3 useror community string. It is
not appropriate to specify botbuserandrwuserdirectives referring to the same SNMPv3 user (or &guli
lent community settings). Thevuserdirective pgrovides all the access obuser(as well as allowing SET
support). Thesame holds true for the community-based divesti

More compl& access requirements (such as accessamtwore distinct OID subtrees, or different wie
for GET and SET requests) should use one of the other access control mechiloientlat if seeral dis-
tinct communities or SNMPv3 users need to be granted the saeh®fl@ccess, it would also be more

30Jun 2010 5



SNMPD.CONF(5) Net-SNMP SNMPD.CONF(5)

efficient to use the mainACM configuration directies.

VACM Configuration

V5.7.3

The full flexibility of the \VACM is available using four configuration direeés —com2secgroup, viewand
access These provide direct configuration of the underlyidg>W tables.

com2sec [-CICONTEXT] SECNAME SOURCE COMMUNITY
com2sec6 [-Cn CONTEXT] SECNAME SOURCE COMMUNITY

map an SNMPv1 or SNMPv2c community string to a security name - either from a particular
range of source addresses, or globdtiiefault”). A restricted source can either be a specific host-
name (or address), or a subnet - represented as IP/MASK (e.g. 10.10.10.0/255.255.255.0), or
IP/BITS (e.g. 10.10.10.0/24), or the IPv6 eglénts.

The same community string can be specified viers¢ separate directts (presumably with dfer-

ent source tokens), and the first source/community combination that matches the incoming request
will be selected. Various source/community combinations can also map to the same security
name.

If a CONTEXT is specified (usingCn), the community string will be mapped to a security name
in the named SNMPv3 context. Otherwise the default context (") will be used.

com2secunix [-Cn CONTEXT] SECNAME SOCKPH COMMUNITY

is the Unix domain sockets versionaaim2sec

group GROUP {v1|v2c|usm|tsm|ksm} SECNAME

maps a security name (in the specified security model) into a named @evepal group direc-
tives an specify the same group name,wif@ a single access setting to apply teess users
and/or community strings.

Note that groups must be set up for the teemmunity-based models separately - a single
com2secor equvalent) directve will typically be accompanied biyvo groupdirectives.

view VNAME TYPE OID [MASK]

defines a named "view" - a subset of thierall OID tree. This is most commonly a single subtree,
but several view directives can be gien with the same vie name (VNAME), to build up a more
comple collection of OIDs. TYPE is eitha@ncludedor excluded which can again define a more
complex view (e.g by excluding certain senséidjects from an otherwise accessible subtree).

MASK is a list of ha& octets (optionally separated by or ) with the set bits indicating which
subidentifiers in the vie OID to match aginst. Ifnot specified, this defaults to matching the OID
exactly (all bits set), thus defining a simple OID subtree. So:

view isol included .iso 0xfO

view is02 included .iso

view iso3 included .iso.grdod.mgmt OxfO

would all define the same wie covering the whole of the 'iso(1)’ subtree (with the thincaeple
ignoring the subidentifiers notwaed by the mask).

More usefully the mask can be used to define angevering a particular rev (or rows) in a table,
by matching against the appropriate table xngdue, but skipping the column subidentifier:

view ifRow4 included .1.3.6.1.2.1.2.2.1.0.4 Oxff:a0

Note that a mask longer than 8 bits must use '’ to separate the individual octets.

access GROUP CONTEXT {any|v1|v2c|usm|tsm|ksm} LEVEL PREFX READ WRITE NOTIFY

maps from a group of users/communities (with a particular security model and minimum security
level, and in a specific context) to one of three views, depending on the request being processed.

LEVEL is one ofnoauth auth, or priv. PREFX specifies hw CONTEXT should be matched
agqainst the contd of the incoming request, eitheract or prefix READ, WRITE and NOIFY
specifies the vig to be wed for GET*, SET and TRAP/INFORM requests (althought the
NOTIFY view is not currently used)For v1 or v2c access, LEVEL will need to o@auth
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Typed-View Configuration

The final group of directes extend the YACM approach into a more flexible mechanism, which can be
applied to other access control requirements. Rather than #tktliree views of the standard\GM
mechanism, this can be used to configure various differemttyes. Asfar as he main SNMP agent is
concerned, the twmain view types araead andwrite, corresponding to the READ and WRITE views of
the mainaccesdirective. See the 'snmptrapd.conf(5)" man page for discussion of othertyjges.

authcommunity TYPESCOMMUNITY [SOURCE[OID | -V VIEW [CONTEXT]]]
is an alternatie © the rocommunitfrwcommunitydirectives. TYPESwill usually beread or
read,write respectiely. The viev specification can either be an OID subtree (as before), or a
named viev (defined using theiewdirective) for greater fleibility. If this is omitted, then access
will be allowed to the full OID tree. If CONTEXT is specified, access is configured within this
SNMPv3 contgt. Otherwisethe default context (") is used.

authuser TYPE$-s MODEL] USER [LEVEL [OID | =V VIEW [CONTEXT]]]
is an alternatie © the rousefrwuserdirectives. Thefields TYPES, OID, VIEW and CONTEXT
have the same meaning as fanthcommunity

authgroup TYPE$-s MODEL] GROUP [LEVEL [OID | -V VIEW [CONTEXT]]]
is a companion to thauthuserdirective, specifying access for a particular group (defined using
the group directive & usual). Bothauthuserand authgroupdefault to authenticated requests -
LEVEL can also be specified amauthor priv to allov unauthenticated requests, or require
encryption respeatély. Both authuserandauthgroupdirectives dso default to configuring access
for SNMPv3/USM requests - use the '-s’ flag to specify an altematcurity model (using the
same values as faccessabove).

authaccess TYPES [-s MODEL] GROUP VIEW [LEVEL [CONTEXT]]
also configures the access for a particular group, specifying the name and type tof apply.
The MODEL and LEVEL fields are interpreted in the sanag was forauthgroup If CONTEXT
is specified, access is configured within this SNMPv3 sorfte contexts with this prefix if the
CONTEXT field ends with '*"). Otherwise the default context (") is used.

setaccess GROUP CONTEXT MODEL LEVEL PREFIX VIEW TYPES
is a direct eqwialent to the originalhccessdirective, typically listing the viev types asread or
read,write as appropriate.(or see 'snmptrapd.conf(5)’ for other possibilities). All other fields
have the same interpretation as wéhcess

SYSTEM INFORMATION

Most of the information reported by the Net-SNMP agent is wettidrom the underlying system, or
dynamically configured via SNMP SET requests (and retained from one run of the agent tet)the ne
However, certain MIB objects can be configured or controlled viastimapd.conf(5jile.

System Group

V5.7.3

Most of the scalar objects in the 'system’ group can be configured in this way:
sysLocation STRING
sysContact STRING

sysName STRING
set the system location, system contact or system nsyseocation.0 , sysContact.0
and sysName.0 ) for the agent respeedly. Ordinarily these objects are writable via suitably
authorized SNMP SET requestbklowever, ecifying one of these direeés makes the corre-
sponding object read-onlgnd attempts to SET it will result inretWritableerror response.

sysServices NUMBER
sets the value of th&ysServices.0 object. for a host system, a good value is 72 (application
+ end-to-end layers). If this diree® is mot specified, then no value will be reported for the
sysServices.0 object.
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sysDescr STRING

sysObjectID OID
sets the system description or object ID for the agent. Although these MIB objects are not SNMP-
writable, these direates can be used by a network administrator to configure suitable values for
them.

Interfaces Group
interface NAME TYPE SPEED
can be used to provide appropriate type and speed settings for interfaces where the agent fails to
determine this information correctlf YPE is a type value aswgh in the IANAIfType—-MIB, and
can be specified numerically or by name (assuming this MIB is loaded).

interface_fadeout TIMEOUT
specifies, for he long the agent keeps entriedfifable  after appropriate interfacesusaleen
removed from system (typically various ppp, tap or tun irdeds). Timeout value is in seconds.
Default value is 300 (=5 minutes).

interface_replace_old yes
can be used to reme dready existing entries iiffiTable  when an intedice with the same name
appears on the system. E.g. when pppO &ateris remeed, it is still listed in the table fanter-
face_fadeouseconds. This option ensures, that the old pppO interface isedme@n before the
interface_fadeouimeour when ne ppp0 (with differentifindex ) shows up.

Host Resources Group
This requires that the agent was built with support fohtiemodule (which is me included as part of the
default build configuration on the major supported platforms).

ignoreDisk STRING
controls which disk deces are scanned as part of populatingntiziskStorageTable (and
hrDeviceTable ). The HostRes implementation code includes a list of disk device patterns
appropriate for the current operating system, some of which may cause the agent to block when
trying to open the corresponding diskvides. Thismight lead to a timeout when walking these
tables, possibly resulting in inconsistent babiar. This directve can be used to specify particular
devices (either individually or wildcarded) that should not be checked.

Note: Please consult the sourdeoét/hr_disk.p and check for theAdd HR_Disk_entryalls
relevant for a particular O/S to determine the list of devices that will be scanned.

The pattern can include one or more wildcatpressions. Sesnmpd.examples(%9r illustration
of the wildcard syntax.

skipNFSInHostResources true
controls whether NFS and NFS4ifle systems should be omitted from the hrStorageTable (true
or 1) or not (false or 0, which is the daft). If the Net-SNMP agent gets hung on NFS-mounted
filesystems, you can try setting this to '1’.

storageUseNFS [1|2]
controls hav NFS and NFS-lik file systems should be reported in the hrStoralgleT asNet-
work Disks’ (1) or 'Fixed Disks’ (2) Historicallythe Net-SNMP agent has reported such file sys-
tems as 'Fixed Disks’, and this is still the @it behaiour. Setting this directie o '1’ reports
such file systems as "Network Disks’, as required by the Host Resources MIB.

realStorageUnits
controlls hev the agent reports hrStorageAllocationUnits, hrStorageSize and hrStorageUsed in
hrStoraged@ble. for big storage dves with small allocation units the agent re-calculates these
values so the al fit Integer32 and hrStorageAllocationUnits x hrStorageSizesgeal size of the
storage.

Example:
Linux xfs 16TB filesystem with 4096 bytesdarblocks will be reported asrStorageAl-
locationUnits = 8192 and hrStorageSize = 2147483647, so 8192 x 214748384 @i
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size of the filesystem (=16 TB).

Setting this directie o "1’ turns of this calculation and the agent reports real hrStorageAllocatio-
nUnits, but it might report wrong hrStorageSize for bigerbecause the valueom't fit into Inte-
ger32. In this case, hrStorageAllocationUnits x hrStorageSize giga'real size of the storage.

Process Monitoring

The hrSWRun group of the Host Resources MIB provides information about individual processes running
on the local systemTheprTable of the UCD-SNMP-MIB complements this by reporting on selected
services (which may wolve nmultiple processes). This requires that the agent was built with support for the
ucd-snmp/proenodule (which is included as part of the default build configuration).

proc NAME [MAX [MIN]]
monitors the number of processes call@&M¥E (as reported by "/bin/ps -e") running on the local
system.

If the number of NAMEd processes is less than MIN or greater than MAX, then the corresponding
prErrorFlag instance will be set to 1, and a suitable description message reported via the
prErrMessage instance.

Note: This situation willnot automatically trigger a trap to report the problem - see the DisMan
Event MIB section later.

If neither MAX nor MIN are specified, tlgewill default to infinity and 1 respeatély ("at least
one"). Ifonly MAX is specified, MIN will default to O ("no more than MAX")f MAX is O (and
MIN is not), this indicates infinity ("at least MIN"). If both MAX and MIN are O, this indicates a
process that shoultbt be running.

procfix NAME PROG ARGS
registers a command that can be run to fix errors with thengrocess MME. This will be
invoked when the correspondingErrFix  instance is set to 1.

Note:  This command withot be invoked automatically.

The procfixdirective must be specifiedfter the matchingproc directive, and cannot be used on its
own.

If no procdirectives ae defined, then walking thTable will fail (noSuchObject).

Disk Usage Monitoring

V5.7.3

This requires that the agent was built with support fouttte-snmp/disknodule (which is included as part
of the default build configuration).

disk ;ATH [ MINSPACE | MINPERCENT% ]
monitors the disk mounted aAPH for available disk space.

The minimum threshold can either be specified in kB (MINSIP) or as a percentage of the total
disk (MINPERCENT% with a '%’ character), defaulting to 100kB if neither are specified. If the
free disk space falls belothis threshold, then the correspondagkErrorFlag instance will

be set to 1, and a suitable description message reported dgktrgorMsg  instance.

Note: This situation willnot automatically trigger a trap to report the problem - see the DisMan
Event MIB section later.

includeAllDisks MINPERCENT%
configures monitoring of all disks found on the system, using the specified (percentage) threshold.
The threshold for individual disks can be adjusted using suithsitelirectives (which can come
either before or after thacludeAllDisksdirectie).

Note: Whetherdisk directives gpears before or afténcludeAllDisksmay affect the indeng
of thedskTable .

Only oneincludeAllDiskddirective $ould be specified - grsubsequent copies will be ignored.
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The list of mounted disks will be determined when the agent starts using the setmntent(3) and
getmntent(3), or fopen(3) and getmntent(8), setfsent(3)and getfsent(33ystem calls. If none

of the abwe g/stem calls arevailable then the root partition "/* (whiclis assumedo exist on

ary UNIX based system) will be monitoreddisks mounted after the agent has started will not be
monitored.

If neither ay diskdirectives a includeAllDisksare defined, then walking tliskTable  will fail (noSu-
chObiject).

Disk I/O Monitoring

This requires that the agent was built with support fouttee-snmp/diskionodule (which is not included

as part of the default build configuration).

By default, all block devices kmm to the operating system are included in the diséi®. On platforms
other than Linux, this module has no configuration divesti

On Linux systems, it is possible to excludeesal classes of block d&es from the diskl®Dable in order

to avoid cluttering the table with useless zero statistics for pseudoedethat often are not in use but are

configured by default to exist in most recent Linux distributions.

diskio_exclude_fd yes
Excludes all Linux flopp disk block devices, whose names start with "fd", e.g. "fd0"

diskio_exclude_loop yes
Excludes all Linux loopback block devices, whose names start with "loop", e.g. "loop0"

diskio_exclude_ram yes
Excludes all LInux ramdisk block devices, whose names start with "ram", e.g. "ram0"

System Load Monitoring

V5.7.3

This requires that the agent was built with support for eitheruttte-snmp/loadavemodule or the

ucd-snmp/memorynodule respeately (both of which are included as part of the default build configura-

tion).

load MAX1 [MAX5 [MAX15]]
monitors the load\erage of the local system, specifying thresholds for the 1-minute, 5-minute
and 15-minutegerages. Ifary of these loads exceed the associated maximum value, then-the cor
respondindaErrorFlag instance will be set to 1, and a suitable description message reported
via thelaErrMessage instance.

Note: This situation willnot automatically trigger a trap to report the problem - see the DisMan
Event MIB section later.

If the MAX15 threshold is omitted, it will default to the MAX%Blue. Ifboth MAX5 and MAX15
are omitted, thewill default to the MAX1 \alue. Ifthis directve is mot specified, all three thresh-
olds will default to a value of DEFMAXLOABVE.

If a threshold value of 0 is\gn, the agent will not report errors via the vale laErrorFlag
orlaErrMessage instances, gardless of the current load.

Unlike the proc and disk directives, walking the walking thdaTable will succeed (assuming the
ucd-snmp/loadavenodule was configured into the agentjgreif theload directive is ot present.

swap MIN

monitors the amount of swap spaeeilable on the local systenif this falls belav the specified
threshold (MIN kB), then thenemErrorSwapmbject will be set to 1, and a suitable description
message reported wiaemSwapErrorMsg

Note: This situation willnot automatically trigger a trap to report the problem - see the DisMan
Event MIB section later.
If this directve is ot specified, the default threshold is 16 MB.
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Log File Monitoring
This requires that the agent was built with support for eithewudde-snmp/fileor ucd—snmp/logmatch
modules respectely (both of which are included as part of the default build configuration).

file FILE [MAXSIZE]
monitors the size of the specified file (in kBj.MAXSIZE is specified, and the size of the file
exceeds this threshold, then the correspondiegrrorFlag instance will be set to 1, and a
suitable description message reported viditeErrorMsg instance.

Note: This situation willnot automatically trigger a trap to report the problem - see the DisMan
Event MIB section later.

Note: A maximum of 20 files can be monitored.
Note: If nofile directives ae defined, then walking tHgeTable will fail (noSuchObjegt

logmatch NAME FILE CYCLETIME REGEX
monitors the specified file for occurances of the specified pattern REGEX. The file position is
stored internally so the entire file is only read initialyery subsequent pass will only read the
new lines added to the file since the last read.

NAME name of the logmatch instance (will appear as logMatchName under logMatch/log-
MatchTable/logMatchEntry/logMatchName in the ucd-snmp MIB tree)

FILE absolute path to the logfile to be monitored. Note that this path can contain date/time
directives (ike in the UNIX 'date’ command). See the manual page for 'strftime’ for the
various directves accepted.

CYCLETIME
time intenal for each logfile read and internal variable update in seconds. Note: an
SNMPGET* operation will also trigger an immediate logfile read and variable update.

REGEX
the regular gpression to be used. Note: DO Wénclose the regular expression in quotes
evan if there are spaces in the expression as the quotes will also become part of the pat-
tern to be matched!

Example:

logmatch apache-GETs /usr/local/apache/logs/access.log—%Y-%m-%d 60
GET.*HTTP.*

This logmatch instance is named 'apache-GETs’, uses .*\GETP.* as its reular
expression and it will monitor the file named (assuming today is May 6th 2009):
'lusr/local/apache/logs/access.log—-2009-05-06’, tomerroit  will  look  for
'access.log—2009-05-07". The lodfile is readrg 60 seconds.

Note: A maximum of 250 logmatch direas can be specified.
Note: If nologmatchdirectives ae defined, then walking tHegMatchTable  will fail (noSu-
chObiject).

ACTIVE MONITORING
The usual behaviour of an SNMP agent is to wait for incoming SNMP requests and respond to them - if no
requests are reaed, an agent will typically not initiate gractions. This section describes various direc-
tives that can configurenmpdo take a nore actve role.

Notification Handling
trapcommunity STRING
defines the dedult community string to be used when sending traps. Note that this\diratist
be used prior to gncommunity-based trap destination dirgesi that need to use it.

trapsink HOST [COMMUNITY [PORT]]
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trap2sink HOST [COMMUNITY [PORT]]

informsink HOST [COMMUNITY [PORT]]
define the address of a notification rgeeithat should be sent SNMPv1l TRAPs, SNMPv2c
TRAP2s, or SNMPv2 INFORM notifications respeely. See the sectionLISTENING
ADDRESSESIn the snmpd(8)manual page for more information about the format of listening
addresses. IEOMMUNITY is not specified, the most recarapcommunitystring will be used.

If the transport address does not include an explicit port specification, théehvADBe used. If
this is not specified, the well known SNMP trap port (162) will be used.

Note: This mechanism is being deprecated, and the listening port should be specified via the
transport specification HOST instead.

If several sink directves ae specified, multiple copies of each notification (in the appropriate for
mats) will be generated.

Note: It is not normally appropriate to list tw(or all three) sink directes with the same desti-
nation.

trapsess [SNMPCMD_ARGS] HOST
provides a more generic mechanism for defining notification destinatiShéMPCMD_ARGS
should be the command-line options required for anvelgmt snmptrap(or snmpinform com-
mand to send the desired notificatiorhe option—Ci can be used (withv2c or —v3) to generate
an INFORM notification rather than an unacknowledged TRAP.

This is the appropriate direed for defining SNMPv3 trap reoars. See
http://www.net—snmp.@y'tutorial/tutorial-5/commands/snmptrap—v3.html for more information
about SNMPv3 notification behaviour.

authtrapenable {1|2}
determines whether to generate authentication failure teaqabled(1) or not (disabled(2)- the
default). Ordinarilythe corresponding MIB objecsifmpEnableAuthenTraps.0 ) is read-
write, but specifying this direste makes this object read-onlgnd attempts to set the value via
SET requests will result inraotWritableerror response.

vltrapaddress HOST
defines the agent address, which is inserted into SNMPv1 TRAPSs. Arbitrary local IPv4 address is
chosen if this option is ommited. This option is useful mainly when the agent is visible from out-
side world by specific address only (e.g. because of network address translatiavetdy. fire

DisMan Event MIB

V5.7.3

The previous directes can be used to configure where traps should be sent, but are not concerned with
whento send such traps (or what traps should be generaféd).is the domain of the Event MIB -\
oped by the Distributed Management (DisMan) working group of the IETF.

This requires that the agenasvbuilt with support for thdisman/eventnodule (which is ne included as
part of the default build configuration for the most recent distribution).

Note: The behaviour of the latest implementatiorfeis in some minor respects from thevypre
ous code - nothing too significant, but existing scripts may possibly need some minor
adjustments.

iquerySecName NAME

agentSecName NAME
specifies the default SNMPv3 username, to be used when making internal queriesvioastrie
necessary information (either fovatuating the monitored expression, or building a notification
payload). Thesénternal queries alays use SNMPv3,wen if normal querying of the agent is
done using SNMPv1 or SNMPv2c.

Note that this user must also be explicitly createdateUsey and given gopropriate access rights
(e.g.roused. This directive is purely concerned with definingshich user should be used - not
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V5.7.3

with actually setting this user up.

monitor [OPTIONS] NAME EXPRESSION

defines a MIB object to monitoilf the EXPRESSION condition holds (see bélothen this will
trigger the correspondingent, and either send a notification or apply a SET assignment (or both).
Note that the went will only be triggered once, when the expression first matches. This monitor
entry will not fire agin until the monitored condition first becomes false, and then matchies ag
NAME is an administrate rame for this expression, and is used for indexingntiteTrig-
gerTable (and related tablesNote also that such monitors use an internal SNMPv3 request to
retrieve the values being monitoredvém if normal agent queries typically use SNMPv1 or
SNMPv2c). Se¢heiquerySecNamtken described abe.

EXPRESSION

There are three types of monitopeession supported by the Event MIB - existence, boolean and
threshold tests.

OID|!OID|!=0ID
defines arexistence(O)monitor test. A bare OID specifies present(O)test, which will
fire when (an instance of) the monitored OID is created. An expression of the@dbn
specifies ambsent(1)test, which will fire when the monitored OID is delectefin
expression of the fornt= OID specifies ahanged(2)test, which will fire wheneer the
monitored value(s) change. Note that therest be whitespace before the OID token.

OID OP VALUE
defines @oolean(1)monitor test. OP should be one of the defined comparison operators
(!=, ==, <, <=, >, >=) and VALUE should be an integer value to compaaimsig Note
that theremust be whitespace around the OP éok A comparison such aSID =0
will not be handled correctly.

OID MIN MAX [DMIN DMAX]
defines ahreshold(2)monitor test. MIN and MAX are integer values, specifyingdo
and upper thresholds. If thalue of the monitored OID falls belothe lower threshold
(MIN) or rises abwe the upper threshold (MAX), then the monitor entry will trigger the
corresponding\eent.

Note that the rising thresholdent will only be re-armed when the monitored valaksf
belov the lower threshold (MIN). Similarly, the falling thresholdent will be re-armed
by the upper threshold (MAX).

The optional parameters DMIN and DMAX configure a pair of similar threshold tests,
but working with the delta differences between suceessimple values.

OPTIONS

There are various options to control the behaviour of the monitgpedssion. Thesimclude:

-D indicates that thexpression should bevaluated using delta differences between sample
values (rather than the values themselves).

-d OID

-di OID
specifies a discontinuity marker for validating deltdeddénces. A-di object instance
will be used exactly aswgn. A —d object will have the instance subidentifiers from the
corresponding (wildcarded) expression object appended. Hltlflag is specified, then
there is no difference between these tytions.

This option also impliesD.

—-e EVENT
specifies thewent to be iwoked when this monitor entry is triggered. If this option is not

given, the monitor entry will generate one of the standard notifications defined in the
DISMAN-EVENT-MIB.
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V5.7.3

= indicates that the monitoredession should be applied to the specified OID as a single
instance. Bydefault, the OID will be treated as a wildcarded object, and the monitor
expanded to ceer all matching instances.

-i OID

-0 OID define additional varbinds to be added to the notification payload when this monitor trig-
ger fires. For a wildcarded expression, the suffix of the matched instance will be added to
ary OIDs specified using-o, while OIDs specified usingi will be treated as»act
instances. Ifthe -1 flag is specified, then there is nofédiEnce between these dw
options.

SeestrictDismanfor details of the ordering of notification payloads.

-r FREQUENCY
monitors the gien expression eery FREQJUENCY, where FREQUENCY is in seconds
or optionally sufixed by one of s (for seconds), m (for minutes), h (for hours), d (for
days), or w (for weeks)By default, the expression will beauated @ery 600s (10 min-
utes).

-S indicates that the monitor expression shaudtlbe evaluated when the agent first starts
up. Thefirst evaluation will be done once the first repeat interval has expired.

-s indicates that the monitoixpressionshouldbe ealuated when the agent first starts up.
This is the default behaviour.

Note: Notifications triggered by this initialveluation will be senbeforethe cold-
Start trap.

-u SECNAME
specifies a security name to use for scanning the local host, instead ofilieigieéry-
SecName Once agin, this user must be explicitly created andegisuitable access
rights.

notificationEvent ENAME NOTIFICATION [-m] [-i OID | —o0 OID ]*

defines a notificationvent named ERME. This can be triggered from awgn monitor entry by
specifying the optior-e ENAME (see abwe). NOTIFICATION should be the OID of the NI
FICATION-TYPE definition for the notification to be generated.

If the —m option is gven, the notification payload will include the standard varbinds as specified in
the OBJECTS clause of the notification MIB definition. This option must ateethe NOTIFI-
CATION OID (and the releant MIB file must be aailable and loaded by the agenttherwise,
these varbinds must be listed explicitly (either here or in the correspandmitpr directive).

The —i OID and-o OID options specify additional varbinds to be appended to the notification
payload, after the standard list. If the monitor entry that triggeredvénis ievolved a wildcarded
expression, the suffix of the matched instance will be addedyt®@ids specified usingo, while
OIDs specified usingi will be treated as exact instances. If theflag was specified to thraoni-

tor directive, then there is no difference between thesedptions.

setEvent ENAME [-1] OID = VALUE

defines a setvent named ENAME, assigning the (integeANJE to the specified OID. This can
be triggered from a gén monitorentry by specifying the optiore ENAME(see abwae).

If the monitor entry that triggered thivemt involved a wildcarded xgression, the suffix of the
matched instance will normally be added to the OID. If-thélag was specified to either of the
monitoror setEventlirectives, the specified OID will be garded as an exact single instance.

strictDisman yes

The definition of SNMP notifications states that the varbinds defined in the OBJECT clause should
come first (in the order specified), folled by ay "extra” varbinds that the notification generator
feels might be usefulThe most natural approach would be to associate these mandatunds

with the notificationEvententry and append anvarbinds associated with the monitor entry that
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triggered the notification to the end of this lidthis is the default behaviour of the Net-SNMP
Event MIB implementation.

Unfortunately the DisMan Event MIB specifications actually state that the trigglated varbinds
should comdirst, followed by the eent-related ones. This direed @n be used to restore this
strictly-correct (but inappropriate) behaviour.

Note: Strict DisMan ordering may result in generatingalid notifications payload lists if the
notificationEvent —rflag is used together withonitor —o(or —i) varbind options.

If no monitorentries specify payload varbinds, then the setting of this diesistirrelevant.

linkUpDownNotifications yes
will configure the Event MIB tables to monitor tli€@able  for network interfaces being tak
up or down, and triggeringlimkUp or linkDownnotification as appropriate.

This is exactly equialent to the configuration:

notificationEent linkUpTrap linkUp iflndex ifAdminStatus ifOperStatus
notificationEent linkDavnTrap linkDavn ifindex ifAdminStatus ifOperStatus

monitor -r60 —e linkUpTap "GeneratéinkUp" ifOperStatus != 2
monitor -r60 —e linkDownTrap "Generate linkDown" ifOperStatus ==

defaultMonitors yes
will configure the Event MIB tables to monitor tharimusUCD-SNMP-MIBables for problems
(as indicated by the appropriateErrFlag  column objects).

This is exactly equielent to the configuration:

monitor —oprNames —o prErrMessage "process table" prErrorFlag != 0

monitor —omemErrorName —o memSwapErrorMsg "memory" memSwapError != 0
monitor —oextNames —o extOutput "extTable" extResult = 0

monitor —odskPath —o dskErrorMsg "dskTable" dskErrorFlag != 0

monitor —olaNames -o laErrMessage "laTable" laErrorFlag != 0

monitor —ofileName —o fileErrorMsg “fileTable" fileErrorFlag != 0

In both these latter cases, the snmpd.conf must also contpiargSecNamdirective, together with a cer
respondingcreateUsetentry and suitable access control configuration.

DisMan Schedule MIB
The DisMan verking group also produced a mechanism for scheduling particular actions (a specified SET
assignment) at géen times. Thisrequires that the agent was built with support for dlsenan/schedule
module (which is included as part of the default build configuration for the most recent distribution).

There are three ways of specifying the scheduled action:

repeat FREQUENCY OID = VALUE
configures a SET assignment of the (integer) VALUE to the MIB instance OID, to beemyn e
FREQUENCY seconds, where FREQUENCY is in seconds or optionalfixedfby one of s (for
seconds), m (for minutes), h (for hours), d (for days), or w (for weeks).

cron MINUTE HOUR DAY MONTH WEEKDAY OID = VALUE
configures a SET assignment of the (integegx) WE to the MIB instance OID, to be run at the
times specified by the fields MINUTE to WEEKD. These follav the same pattern as the equi
alentcrontab(5)fields.

Note: These fields should be specified as a (comma-separated) list of nuatees. vNamed
values for the MONTH and WEEKRY fields are not supported, and neither aakie
ranges. A wildcard match can be specified as "*'.

The DAY field can also accept gaive values, to indicate days counting backwards from the end
of the month.
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at MINUTE HOUR DAY MONTH WEEKDAY OID = VALUE
configures a one-shot SET assignment, to be run at the first matching time as specified by the
fields MINUTE to WEEKDAY. The interpretation of these fields is exactly the same as for the
crondirective.

Data Delivery via Notfiications

V5.7.3

Note: this functionality is onlyailable if thedeliver/deliverByNotifymib module was complied in to the
agent

In some situations it may be advantageous tore@teBNMP data @er SNMP Notifications (TRAPs and
INFORMS) rather than the typical process of having the manager issue requests for the data (via GETs and
GETNEXTs). Reason®r doing this are numerousytfrequently corner cases. The most common reason

for wanting this behdour might be to monitor devices that reside behid®I dor Frewalls that preent

incoming SNMP traffic.

It should be noted that although most management adti® capable of logging notifications, very little

(if any) management sofare will updated their "knowledge database" based on the contents of SNMP
notifications. IE,t won't (for example) update the intade traffic counter history that is used to produce
graphs. Mostarger network management packagegeha gparate database for storing data retkvia
SNMP requests (GETs and GETNEXTS) vs those veddirom notifications. Researching the capabilities

of your management station software is required before assuming this functionality veéllysoivdata
delivery requirements.

Notifications generated via this mechanism will be sent to the standard set of configured notification targets.
See the "Notification Handling" section of this document for further information.

deliverByNotify [-p] [-m] [-s MAXSIZE] FREQUENCY OID
This directve tells the SNMP agent to selfalk theOID, collect all the data and send it owesy
FREQUENCYseconds, where FREQUENCY is in seconds or optionalfyxsdf by one of s (for
seconds), m (for minutes), h (for hours), d (for days), or w (for weeks). By default scalars are
included in the notification that specify thewhoften the notification will be sent (unless thp
option is specified) and which message number woffarny messages a particular notification is
(unless—m is specified).To break the notifications into manageable packet sizes, usestiiag
to specify the approximate maximum number of bytes that a notification message should be lim-
ited to. If more thaMAXSIZEof bytes is needed then multiple notifications will be sent toaeli
the data. Note that the calculations for ensuring the maximum size is met are approximations and
thus it can be absolutely guaranteed/thée under that size, so leaa @dding luffer if it is crit-
ical that you =oid fragmentation.A value of -1 indicates forceverything into a single message
no matter he big it is.

Example usage: the following will dedr the contents of the ifTable once an hour and the contents
of the system group onceeey 2 hours:

deliverByNotify 3600 ifTable
deliverByNotify 7200 system

deliverByNotifyMaxPacketSize SIZEINBYTES
Sets the default notification size limit (see Hsdflag abwe).

deliverByNotifyOid OID
deliverByNotifyFrequencyOid OID
deliverByNotifyMessageNumberOid OID

deliverByNotifyMaxMessageNumberOid OID
These set the data OID that the notification will be sent utidescalar OID, the message number
OID, and the maximum message number OID. These default to objects in the
NET-SNMP-PERIODIC-NOTIFY-MIB.
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EXTENDING AGENT FUNCTIONALITY

One of the first distinguishing features of the original UCD suée tlie ability to extend the functionality
of the agent - not just by recompiling with code fowrdIB modules, but also by configuring the running
agent to report additional information. There are a number of techniques to support this, including:

. running external commandsxéc exend pas9
. loading n&v code dynamically (embedded petlmod
. communicating with other agenfzr¢xy, SMUX, AgentX)

Arbitrary Extension Commands

V5.7.3

The earliest extension mechanism was the ability to run arbitrary commands or shell scripts. Such com-
mands do not need to bevare of SNMP operations, or conform toyaparticular behaviour - the MIB
structures are designed to accommodaysf@am of command outputUse of this mechanism requires that

the agent was built with support for thed—snmp/extensibland/oragent/extendmodules (which are both
included as part of the default build configuration).

exe [MIBOID] NAME PROG ARGS

sh [MIBOID] NAME PROG ARGS
invoke the named PROG with arguments of ARGS. By default titeseatus and first line of out-
put from the command will be reported via theéTable , discarding ag additional output.

Note: Entries in this table appear in the orderytlaee read from the configuration filelhis
means that adding weexec (or sh) directives and restarting the agent, may affect the
indexing of other entries.

The PROG argument fa@nec directives must be a full path to a real binags it is executed via
the exec() system call.To invdke a $ell script, use thehdirective instead.

If MIBOID is specified, then the results will be rooted at this point in the OID tree, returning the
exit statement as MIBOID.100.0 and the entire command output in a pseudo-table based at MIB-
NUM.101 - with one 'row’ for each line of output.

Note: The layout of this "relocatable" form e#ec (or sh) output does not strictly form aaiid
MIB structure. This mechanism is being deprecated - please seexted directive
(described below) instead.

The agent does not cache the exit status or output okébated program.

execfix NAME PROG ARGS
registers a command that can bedked on cemand - typically to respond to or fix errors with the
correspondingexec or shentry When theexErrFix instance for a gen NAMEd entry is set to
the integer value of 1, this command will be called.

Note: This directve @an only be used in combination with a corresponeieg or shdirective,
which must be defined first. Attempting to define an unaccompanedix directive
will fail.

exec andsh extensions can only be configured via the snmpd.conf Tileey cannot be set up via SNMP
SET requests.

extend [MIBOID] NAME PROG ARGS
works in a similar manner to theec directive, but with a nhumber of imprements. TheMIB
tables (sExtendConfigTabletc) are indeed by the NAME token, so are unaffected by the order
in which entries are read from the configuration files. Theréwareesult tables - onen§Extend-
OutputlTablg containing the it status, the first line and full output (as a single string) for each
exendentry and the otherr{sExtendOutput2Tableontaining the complete output as a series of
separate lines.

If MIBOID is specified, then the configuration and result tables will be rooted at this point in the
OID tree, but are otherwise structured kaetly the same ay. This means that seral separate
exenddirectives can specify the same MIBOID root, without conflicting.
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The «it status and output is cached for each entryviddally, and can be cleared (and the
caching behaviour configured) using tieCacheTable .

extendfix NAME PROG ARGS
registers a command that can beadked on cemand, by setting the appropristgExtendRunType
instance to thealuerun-command(3) Unlike the equialent execfix this directve does not need
to be paired with a correspondiagendentry, and can appear on its own.

Both exend and exendfix directives can be configured dynamicallysing SNMP SET requests to the
NET-SNMP-EXTEND-MIB.

MIB-Specific Extension Commands
The first group of tension directies invdke abitrary commands, and rely on the MIB structure (and man-
agement applications) iag the flexibility to accommodate and interpret the output. This is eeni@mt
way to make information a&ailable quickly and simplybut is of no use when implementing specific MIB
objects, where the extension must conform to the structure of the MIB (rather tharersag vlhe
remaining extension mechanisms are all concerned with such MIB-specific situations - starting with "pass-
through" scripts. Use of this mechanism requires that the agest bwilt with support for the
ucd-snmp/passnducd—-snmp/pass_persistodules (which are both included as part of the defauilld b
configuration).

pass [-p priority] MIBOID PROG
will pass control of the subtree rooted at MIBOID to the specified PROG command. GET and
GETNEXT requests for OIDs within this tree will trigger this command, called as:

PROG —-g OID
PROG -n OID

respectiely, where OID is the requested OID. The PROG command should return the response
varbind as three separate lines printed to stdout - the first line should be the OID of the returned
value, the second should be its TYPE (one of the s&ingsinteger, gauge, countey timeticks,
ipaddress, objectid,or string ), and the third should be the value itself.

If the command cannot return an appropriate varbind - e.g the specified OID did not correspond to
a\valid instance for a GET request, or there were no following instances for a GETNEXT - then it
should exit without producing sroutput. Thiswill result in an SNMPnoSuchNamerror, or a
noSuchlnstancexception.

Note: The SMIv2 typecounter64 and SNMPv2noSuchObjecéxception are not sup-
ported.

A SET request will result in the command being called as:
PROG -s OID TYPE VALUE

where TYPE is one of the tokens listed w&yandicating the type of the value passed as the third
parameter.

If the assignment is successful, the PROG command shgiildiithout producing ay output.
Errors should be indicated by writing one of the stringswritable, or wrong-type to stdout,
and the agent will generate the appropriate error response.

Note: The other SNMPv2 errors are not supported.

In either case, the command should exit once it has finished proceBsidly.request (and each
varbind within a single request) will trigger a separat@@ation of the command.

The default registration priority is 127. This can be changed by supplying the optional —p flag,
with lower priority registrations being used in preference to higher priority values.

pass_persist [-p priority] MIBOID PROG
will also pass control of the subtree rooted at MIBOID to the specifi€i3Pédmmand However
this command will continue to run after the initial request has been answered, so subsequent
requests can be processed without the stakteheads.
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Upon initialization, PROG will be passed the string "PING\n" on stdin, and should respond by
printing "PONG\n" to stdout.

For GET and GETNEXT requests, P& will be passed talines on stdin, the commangdef or
getnex) and the requested OID. It should respond by printing three lines to stdout - the OID for
the result varbind, the TYPE and thADNJE itself - exactly as for thpassdirectve dove. If the
command cannot return an appropriate varbind, it should print print "NONE\n" to stdbab(b

tinue running).

For SET requests, PROG will be passed three lines on stdin, the comasggrahg the requested

OID, followed by the type and value (both on the same line). If the assignment is successful, the
command should print "DONE\n" to stdout. Errors should be indicated by writing one of the
strings not—-writable, wrong-type, wrong-length, wrong-value or inconsistent-valueto std-

out, and the agent will generate the appropriate error response. In either case, the command
should continue running.

The registration priority can be changed using the optional —p flag, just as farsgurective.

passandpass_persiséxtensions can only be configured via the snmpd.conf Titeey cannot be set up via
SNMP SET requests.

Embedded Perl Support

Programs using the previougtension mechanisms can be written iry @orvenient programming lan-
guage - including perl, which is a common choice for pass-through extensions in partiovieve the
Net-SNMP agent also includes support for embedded perl technology (simitadt@erifor the Apache
web serer). Thisallows the agent to interpret perl scripts direatys aoiding the werhead of spaning
processes and initializing the perl system when a request igagkcei

Use of this mechanism requires that the ageat twilt with support for the embedded perl mechanism,
which is not part of the default build environment. It must kpligtly included by specifying the
'——enable—embedded—-perl’ option to the configure script when the package is first built.

If enabled, the following direates will be recognised:

disablePerl true
will turn off embedded perl support entirely (e.g. if there are problems with the perl installation).

perlinitFile FILE
loads the specified initialisation file (if present) immediately before the@dtdirective is
parsed. If not explicitly specified, the agent will look for the default initialisation file
/code/git/mgt/target/install/share/snmp/snmp_perl.pl.

The default initialisation file creates an instance dfleisSNMP::agent object - a wariable
$agent which can be used to register perl-based MIB handler routines.

perl EXPRESSION
evduates the gien expression. Thisvould typically register a handler routine to be called when a
section of the OID tree was requested:
perl use Data::Dumper;
perl sub myroutine { p rint "got called: ",Dumper(@_),"\n"; }
perl $agent->register('mylink’, '.1.3.6.1.8765’, \&myroutine);

This expression could also source an external file:
perl 'do /path/toffile.pl’;

or perform ag other perl-based processing that might be required.

Dynamically Loadable Modules

V5.7.3

Most of the MIBs supported by the Net-SNMP agent are implemented as C code modules, which were
compiled and linkd into the agent libraries when the suite was findt. bSuchimplementation modules

can also be compiled independently and loaded into the running agent once it has Yseted.this
mechanism requires that the agent was built with support fou¢desnmp/dimodmodule (which is
included as part of the default build configuration).
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dimod NAME RATH
will load the shared object module from the filTPl (an absolute filename), and call the initiali-
sation routinenit. NAME

Note: If the specified RTH is not a fully qualified filename, it will be interpreted relatio
/code/git/mgt/target/install/lib/snmp/dimod, arsd will be appended to the filename.

This functionality can also be configured using SNMP SET requests to the UCD-DLMOD-MIB.

Proxy Support
Another mechanism for extending the functionality of the agent is to pass selected requests (or selected
varbinds) to another SNMP agent, which can be running on the same host (presumably listeninfgen a dif
ent port), or on a remote systerihis can be viewed either as the main agentgdife requests to the
remote one, or acting as a proxy for it. Use of this mechanism requires that the agent was built with sup-
port for theucd—snmp/proxynodule (which is included as part of the default build configuration).

proxy [-Cn CONTEXTNAME] [SNMPCMD_ARGS] HOST OID [REMOTEOID]
will pass al incoming requests under OID to the agent listening on the port specified by the trans-
port address HOSTSee the sectiohISTENING ADDRESSES in the snmpd(8)manual page
for more information about the format of listening addresses.

Note: To proxy the entire MIB tree, use the OID .1r®( the top-led .1)

The SNMPCMD_ARGShould provide sufficient version and adminisuainformation to generate ahd
SNMP request (sesnmpcmd(2)

Note:  The proxied request witlot use the administrag sttings from the original request.

If a CONTEXTNAME is specified, this will register the proxy dg#on within the named context in the
local agent. Defining multipl@roxy directives for the same OID Wi different contexts can be used to
guery seeral remote agents through a single prdyy ecifying the appropriate SNMPv3 context in the
incoming request (or using suitable configured community strings - seertt#sedirective).

Specifying the REMOID parameter will map the local MIB tree rooted at OID to awaEmnti subtree
rooted at REMOID on the remote agent.

SMUX Sub-Agents
The Net-SNMP agent supports the SMUX protocol (RFC 1227) to communicate with SMUX-based sub-
agents (such agated zebraor quagga). Useof this mechanism requires that the ageas Wwuilt with sup-
port for thesmuxmodule, which is not part of the default buildveanment, and must bexplicitly
included by specifying the '——with—mib—modules=smux’ option to the configure script when the package
is first built.

Note:  This extension protocol has been officially deprecatealouif of AgentX (see below).

smuxpeer OID PASS
will register a subtree for SMUX-based processing, to be authenticated using the passrd P
If a subagent (or "peer") connects to the agent agidtezs this subtree then requests for OIDs
within it will be passed to that SMUX subagent for processing.

A suitable entry for an OSPF routing daemon (suclgaied zebraor quagga) might be some-
thing like
smuxpeer .1.3.6.1.2.1.14 ospf_pass
smuxsocket <IPv4-address>
defines the IPv4 address for SMUX peers to communicate with the Net-SNMP &gerdefult
is to listen on all IPv4 interfaces ("0.0.0.0"), unless the package has been configured with

"——enable-local-smux" atuild time, which causes it to only listen on 127.0.0.1 byadlef
SMUX uses the well-known TCP port 199.

Note the Net-SNMP agent will only operate as a SMid&steragent. It does not support acting in a
SMUX subagent role.
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AgentX Sub-Agents
The Net-SNMP agent supports the AgentX protocol (RFC 2741) in both master and subagebiselafs.
this mechanism requires that the ageaswwuilt with support for thagentx module (which is included as
part of the default Wild configuration), and also that this support is explicitly enabled (e.g. via the
snmpd.confile).

There are tw directives ecifically releant to running as an AgentX master agent:

master agentx
will enable the AgentX functionality and cause the agent to start listening for incoming AgentX
registrations. Thisan also be aatited by specifying the '=x’ command-line option (to specify
an alternatie listening socket).

agentXPerms SOCKPERMS [DIRPERMS [USER|UID [GROUP|GID]]]
Defines the permissions and ownership of the AgentX Unix Domain socket, and the parent direc-
tories of this sockt. SOCKPERMSand DIRPERMS must be octal digits (sgenod(1)). By
default this socket will only be accessible to subagents whightha same userid as the agent.

There is one direate Pecifically rel@ant to running as an AgentX sub-agent:

agentXPingInterval NUM
will make the subagent try and reconneetrg NUM seconds to the master if itee becomes (or
starts) disconnected.

The remaining directes ae relevant to both AgentX master and sub-agents:

agentXSocket [<transport-specifier>:]<transport-address>[,...]
defines the address the master agent listens at, or the subagent should connect to. The default is
the Unix Domain soakt "/var/agentx/master” . Another common alternag is
tcp:localhost:705 . See the sectiohISTENING ADDRESSES in the snmpd(8)manual
page for more information about the format of addresses.

Note: Specifying an AgentX socket doaet automatically enable AgentX functionality (urdik
the '=x’ command-line option).

agentXTimeout NUM
defines the timeout period (NUM seconds) for an AgentX requ2sfault is 1 secondNUM
also be specified with a suffix of one of s (for seconds), m (for minutes), h (for hours), d (for days),
or w (for weeks).

agentXRetries NUM
defines the number of retries for an AgentX request. Default is 5 retries.

net-snmp ships with both C and Perl APIs tedigp your own AgentX subagent.

OTHER CONFIGURATION
override [-rw] OID TYPE VALUE
This directve dlows you to @erride a particular OID with a different value (and possibly &edif
ent type of alue). The-rw flag will allov snmp SETs to modify is value as well. (note that if
you're overriding original functionalitythat functionality will be entirely lostThus SETS will do
nothing more than modify the internaleoridden value and will not perform wrof the original
functionality intended to be provided by the MIB objects &h enulation only) An example:

override sysDescr.0 octet_str "my own sysDescr"

That line will set the sysDescr.0 value to "myrosysDescr" as well as malt modifiable with
SNMP SETs as well (which is actually dig according to the MIB specifications).

Note that care must be taken when using tR®.example, if you try to werride a property of the
3rd interface in the ifTable with a wevalue and later the numbering within the ifTable changes
it's index ordering youll end up with problems and your modified valuenit appear in the right
place in the table.
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Valid TYPEs are: intger, uinteger octet_str object_id, counternull (for gauges, use "uinger";
for bit strings, use "octet_str"Note that setting an object to "null'fectively deletes it as keing
accessible. N®ALUE needs to be geén if the object type is null.

More types should bevalable in the future.

If you're trying to figure out aspects of the various mib modules (possibly some thed yddéd your

self), the following may help you spit out some useful debugging informakaost off, please read the
snmpd manual page on the -D flag. Then the following configuration snmpd.conf token, combined with
the —-D flag, can produce useful output:

injectHandler HANDLER modulename [beforeThis]
This will insert nev handlers into the section of the mib tree referenced by "modulendine”.
"beforeThis" is specified then the module will be injected before the named module. This is useful
for getting a handler into the exact right position in the chain.

The types of handlerwvalable for insertion are:

stash_cache
Caches information returned from the lowerele This greatly help the performance of
the agent, at the cost of caching the data such that its no longf8li 30 seconds (in
this future, this will be configurable). Note that this means snmpd will use more memory
as well while the information is cache@urrently this only works for handlersgistered
using the table_iterator support, which is only & faeib tables. To use it, you need to
malke wre to install it before the table_iterator point in the chain, so to do this:

injectHandler stash_cache NAME table_iterator

If you want a table to play with, try walking timsModuleTable  with and without this
injected.

debug Prints out lots of debugging information when the —Dhelpeugdlag is passed to the
snmpd application.

read_only
Forces turning dfwrite support for the gen module.

serialize
If a module is &iling to handle multiple requests properly (using ther B0 module
API), this will force the module to only revei me request at a time.

bulk to next
If a module registers to handle getbulk suppaut, for some reason is failing to imple-
ment it properlythis module will comert all getbulk requests to getnext requests before
the final module recegs it.

dontLogTCPWrappersConnects
If the snmpd was compiled with TCP Wrapper support, it loggesy connection made to the
agent. This setting disables the log messages for accepted connections. Denied connections will
still be logged.

Figuring out module names
To figure out which modules you can inject things into, smmpwalk on thensModuleTable
which will give a Ist of all named modules registered within the agent.

Internal Data tables
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table NAME
add_rav NAME INDEX(ES) VALUE(S)

NOTES
o] The Net-SNMP agent can be instructed to re-read the various configuration files, either via an
snmpset assignment of integer(l) toUCD-SNMP-MIB::versionUpdateConfig.0
(.1.3.6.1.4.1.2021.100.11.0), or by sendirglla-HUP signal to the agent process.

o] All directives listed with a alue of "yes" actually accept a range of boolealues. Thessvill
accept ap of 1, yesor true to enable the corresponding beloarr, or any of 0, no or falseto dis-
able it. The dedult in each case is for the feature to be turned off, so theseweisexd typically
only used to enable the appropriate behaviour.

EXAMPLE CONFIGURATION FILE
See the EXAMPLE.CONF file in the topvk source directory for a more detailedaeple of hav the
above information is used in real examples.

FILES
/code/git/mgt/target/install/etc/snmp/snmpd.conf

SEE ALSO
snmpconf(1l), snmpusm(1), snmp.conf(5), snmp_config(5), snmpd(8), EXAMPLE.conf, netsnmp_con-
fig_api(3).
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